Be informed. Be curio Be heard.
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“l think that we should
be overall more careful
with drones because if
you are not respectful
and disregard people’s
privacy, it could really

“I'm worried about them
crashing onto people’s
heads. I'm worried
that the wrong people
will use drones in

upset people.” a b.ad wqy.”
Pheasant Bank Toofing Primary
School
Academy
K,\ \ /‘,‘Js can help us\
“l think no, because with all sorts such as
there are plenty of rules catching criminals,
in place to ensure that delivering products or
drones respect medicine and helping
our privacy.” us with other parts of
Lea Forest our daily lives.”
Primary Academy Lanchester Primary
School

eek! Were you one of them?
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i at ARPAS-UK, the UK Drone Association, about
your latest VoteTopic results.

| YOTESFORSCHOOLS


https://safesha.re/4iwr
https://safesha.re/4iwr

. GQRPAS-UK

' The UK Drone Association

ommca.  @MAZON %NPCC
SOCIETY National Police Chiefs’ Council

Civil Aviation
Authority

\ / \ '/ !
Q@
Be informed. Be curious. Be heard.

are your votes and comments by logging into
|

ount. You can also get in touch at
otesforschools.com
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https://www.npcc.police.uk/About-Us/about-us/
https://www.aerosociety.com/about-us/history/
https://www.caa.co.uk/our-work/about-us/our-role/
https://www.aboutamazon.com/about-us
https://www.arpas.uk/about-us/

Today’s VoteTopic:

s it easy to
know who 1o
frust online?

N
=0

UNCRC Article 34: UN SDG 16: VS Key Theme 5:
Protection Peace, justice & Science &
from harm strong institutions technology



Going online

Learning / Wetiehing)

Communicefiing

N

Some people go online to use social
media, but you have to be at least
age 13 to use most apps.

&j—) Playing

EEliting
-
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2 _Why are we talking about this?

Safer Internet Day is taking place
on 11t February 2025.

This event happens every year
and helps us to think about how
we can use the internet safely.

This year's theme is: “Too good to
be true? Protecting yourself and
others from scams online.”
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2 _Why are we talking about this?

Challenge
(1 min)
What is a
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about this?

Lots of people online use the
internet for the right reasons.
They might log on to do
everyday things like watch
their favourite YouTuber.

However, some people online
are untrustworthy. They might use
the internet for the wrong
reasons, like to scam people.

So, it can be helpful to
understand the tactics that these
scams use to trick people so we

1 can protect ourselves online.
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Tactic:
A planned way of doing
something.




But is it easy to know who to trust online? Let’'s decide today!

®oime
-
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e

l Class activity (6-8 mins)

Let’s look at some notifications people
have been receiving online. If you
think the message is too good to be
true, swipe your finger upwards. If it's

not, swipe your finger downwards.

&
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3 Too good to be true?

=7

Alba, you have won 10,000 free
Minecoins. Click on this box to
claim your prize.

Is this too
good to
be true?

i
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You are now logged in!

/oe, you came in second place
in our photography
competition. Your prize is your
very own Blue Peter badge.
Show this message to your
parents and carers so we can
organise sending out your
badge. Well done and thanks

for taking part!



Is this too
good to
be true?

Tadhg, it’'s your favourite YouTuber
Benl102Jam. | can see you're a
fan! Why not star in my next videoe¢
Just reply to this message with your
email address.
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Is this too
good to
be true?

password!
Click here to
get an email
sent to you
to reset
It
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3 Too good to be true? E./

We haven't been online besties
for long, but | think you're the
coolest person ever. I'd love 1o
get some Jellycats for my bday.
Money as
an early pressie¢ “§

Is this too
good to
be true?
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Challenge (1 min)
Why do you think
untrustworthy people online
might pretend to be kind?
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www.staysmart4SID.com

Pair activity (5-10 mins)

Over the next few slides, you will use
the acronym SMART to learn some
top tips about online safety. As you
read each one, discuss if you have

followed this top tip before.
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www.staysmart4SID.com

L0 © @

What word could each
letter stand for?
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www.staysmart4SID.com

Seti@

Keep safe by being careful not to give out
personal information when you're chatting
or posting online.
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www.staysmart4SID.com

MEEH

Meeting someone you've only spoken to
online can be dangerous. Only do so if your
parents or carers give you permission
and go with you.
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@ www.staysmart4SID.com

‘ AccEeping

Accepting emails, messages, or opening
files, images or texts from people you don’t
know or trust can lead to problems.
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www.staysmart4SID.com

Relialole

Someone online might lie about who they
are and information on the internet may not
be true. Always check information.
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www.staysmart4SID.com

el

Tell a parent, carer or a trusted adult if
someone, or something, makes you feel
uncomfortable or worried.
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www.staysmart4SID.com

L0 © @

Do these tips make it Q
easier to spot dishonesty?
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It's important to think
about the tactics that

.
untrustworthy people
online might use to

scdam someone.

Though the untrustworthy
person is being unkind to
the person they're
scamming, they don'’t
always show that. '
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2
Flattery:

Praising someone,
offen in a way

Unérpstworihyo that's not sincere,
fipttepleoniininaf because you
migtiiespyebimgs want something
Thwm"m'“ from them.

You can fell me your
email address, I'd
never tell anyone.

Can we be
best friends?

el

You're the best . :
gamer I've met. , ) W) l
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Instead, they're
really trying to say
things like...

| could do so much
with that email
address...

| can
scam you if
you think
we've
become
friends.
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Don’'t forget though,
trustworthy people like
your friends are likely to

say kind things to you
and mean it. Being
SMART online will help
you figure out who you
can trust.

You're the best
gamer |I've met.
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me much...

Pair activity (6-8 mins)
Let’'s meet some
people who are being
SMART online. What
should they do next?
Tell your partner.

& 3
’

7

-

-
— : SIS

—
s
" - /— PP

-~ .>‘,,_ o

[VOTESFORSCHOOLS



B S me much...

They sound
friendly, but |
don’'t get why
they're asking

for my address?e

do next?

»
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s me much...

competition? |
haven't entered
anything!

What should he

Y » '“
-
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sS me much... I:I\/

|

Remember...
People of any age
are at risk of being t
scammed, so
everyone should be
SMART online. '
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That's strange. |
thought | had
already
accepted
Granddad as @
friend ...

What should they
do nexit?
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5 _That don’t impress me much... EI/

Why am |
getting a fext
about a parcel
delivery?¢
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s me much... I:I\/
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Challenge (1 min)
> Do you think Al makes it
. harder to know who to
° trust online¢ Explain
your answer.
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| think | can be SMART | only talk to people | Winning a competition?

online. These are the know online. If | was in Getting a message from
skills | will need to any doubt, I'd speak my favourite influencer?
tell who is safe to to a trusted adult I'm always going to be
interact with. right away. wary of those things.
ol N N N
Though the SMART skills It's so confusing. Pretending to be
are helpful, the tactics Untrustworthy people

someone | know? That's

untrustworthy people online act like they're a tricky one to spot as |
use online are changing being kind, but they're Y . pot
\ trust them in real life.
all the time. not really.

\_ V. AN A\ m

3 on this topic with Childnet, Nominet, Ukie,

nd National Cyber Security Centre.
nt to submit your vote and leave a comment.
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